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Welcome – and thanks for downloading my Quick Guide to Web3 

for Healthcare Innovators! 

This guide is designed for anyone exploring the intersection of Web3 and healthcare – from 

developers and digital health founders to clinicians, researchers, product teams, and policy 

thinkers. 

Whether you're building decentralized apps, rethinking patient data flows, running a health 

startup, or simply curious about what’s next, this guide offers a clear, practical foundation. I’ll 

walk you through the key concepts, real-world use cases, and emerging patterns that matter in 

2025: from tokenized health data and decentralized trials to identity, interoperability, and DAO-

driven innovation. 

It’s written to be accessible to both technical and non-technical readers, with special attention 

to the unique challenges of the healthcare sector, including compliance, incentives, and patient 

trust. 

If you have questions, want tailored advice, or just want to share your progress, reach out 

anytime at guide@intellicore.press. 
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INTRODUCTION 

Why healthcare needs Web3, and why now 
Healthcare industries around the world are in the middle of a trust crisis. But as often, a trust 

crisis is at the same time a transformation opportunity. 

For decades, patients have had little control over their data, researchers have struggled with 

siloed information, and innovators have faced slow, expensive routes to market. In parallel, 

digital health has exploded – wearables, AI diagnostics, telemedicine – but the underlying 

infrastructure remains fragmented, often proprietary, and opaque. 

Now, a new wave of technologies and philosophies is emerging under the banner of Web3. 

But what exactly is Web3 – and what does it have to do with healthcare? 

Web3 refers to a decentralized, user-owned internet built on public blockchains and smart 

contracts. It’s not just about cryptocurrency or NFTs. It’s about rethinking how digital systems 

are structured: who owns them, who governs them, and how value flows within them. 

In healthcare, Web3 introduces powerful new tools: 

• Self-sovereign identity (SSI) for patients and providers 

• Tokenized incentives to reward behavior change or participation in research 

• Decentralized clinical trials that reduce bias and increase transparency 

• Data wallets and verifiable credentials for cross-border portability 

• Health DAOs that fund innovation outside traditional institutions 

These tools won’t and can’t replace all existing systems. But: they augment and challenge them. 

They provide new ways to coordinate trust, ownership, and collaboration at scale. 

2018 revisited: What we got right, and what we didn’t 
In 2018, I co-authored A Quick Guide to Blockchain in Healthcare with Ratko Stambolija. At the 

time, blockchain was a hot topic, seen by many as a near-magical fix for everything from 

medical records to pharma logistics. Our guide was intended as an accessible primer for 

healthcare professionals who wanted to understand the fundamentals of blockchain, and what 

it might mean for the future of medicine and care delivery. 

Some of that early promise proved durable: Estonia’s blockchain-powered EHRs continue to 

inspire global models; pilot projects showed the value of tamper-evident audit trails; token-

based ecosystems sparked new thinking around incentives. But much of the hype faded, as ill-

defined use cases, regulatory uncertainty, and technical limitations slowed real-world progress. 

Many of the projects we cited in our 2018 book have since folded, pivoted, or disappeared 

entirely. 
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Still, the core idea – that distributed trust infrastructure could reshape how we store, share, and 

govern health information – has only grown more urgent. Today, Web3 gives that idea a second 

life, with better tools and clearer thinking. 

Bridging the gap: A doctor’s journey through health 

innovation 
I’m writing this guide not as an outsider looking in, but as someone who has spent years 

working at the intersection of medicine, technology, and decentralized systems. 

Even during my medical studies, I was struck by how far behind healthcare seemed when it 

came to digital systems. While working in hospitals during my training, I saw firsthand how 

inefficient and fragmented data workflows were, especially compared to the seamless tech 

experiences common in other parts of life. That curiosity (and frustration) eventually led me to 

pursue a Master’s in Medical Informatics. I was working as a doctor at the time, and the 

program gave me a deeper understanding of why digital transformation in healthcare is so 

difficult: not because the technology doesn’t exist, but because the systems, incentives, and 

trust structures around it are misaligned. 

In 2017 and 2018, I served as Chief Medical Officer of Medical Ledger, an early-stage blockchain 

startup focused on healthcare use cases. Like many ventures of that era, the company 

ultimately didn’t survive – but the experience gave me a front-row seat to the promise, 

challenges, and pitfalls of applying distributed ledger technology to real-world clinical and 

administrative problems. 

During that same period, I also consulted for blockchain businesses navigating early-stage 

product development and healthcare compliance. In 2019, I served as a panelist in a blockchain-

focused business model competition organized by the German Federal Ministry of Health 

(Bundesgesundheitsministerium), evaluating some of the most ambitious (and at times, 

overhyped) ideas of the time. 

Today, I work in public health within the German healthcare system, where I see firsthand the 

structural gaps, siloed data, and misaligned incentives that still plague national health systems 

– in Germany, but across Europe and globally too. 

Outside of my professional work, I’ve written three science fiction novels that follow a doctor 

navigating the moral and medical implications of invasive cybernetic technologies. That 

creative lens continues to inform how I think about innovation: as something that must serve 

real human needs, ethically and transparently, rather than be an end in itself. 

This dual vantage point, inside healthcare systems and alongside decentralized tech innovation, 

continues to shape how I approach topics like digital trust, data governance, and patient 

agency. It’s also why I believe the conversation about Web3 in healthcare deserves to be 

revived, but grounded in realism, ethics, and practical design. 
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Web3, healthcare, and what you actually need to know 
If you’re reading this, you’re likely asking big-picture questions: 

• Where is healthcare innovation heading? 

• What kinds of technologies might finally help solve persistent problems in care, 

coordination, and trust? 

• And what are the real-world pros and cons of Web3 approaches – beyond the hype? 

This guide was created to help you explore exactly that. 

It’s not a technical how-to, but a strategic overview designed to give you clarity around Web3 

concepts and how they may (or may not) apply to your work in healthcare. 

You’ll learn: 

• Where Web3 fits into the broader evolution of health tech 

• What’s already working – and what hasn’t lived up to its promise 

• What questions to ask before committing time, partnerships, or resources 

• How to recognize meaningful use cases vs. buzzwords 

• How to think critically about decentralized systems in a regulated, high-stakes industry 

Whether you’re a healthcare executive, a startup founder, a public health strategist, or a 

developer looking to build responsibly in the space: this guide will help you understand the 

landscape, the terminology, and the trade-offs involved. 

Let’s begin by defining exactly what Web3 is and isn’t, in a healthcare context. 

What Web3 in healthcare looks like today 
If you hear the term “Web3 in healthcare” and imagine a future where hospitals run on 

blockchains or medical records are minted as NFTs, you’re not alone. But that’s not what’s 

actually happening. 

Instead, the most promising Web3 applications in healthcare are grounded in a clear, realistic 

goal: to reimagine how data, identity, trust, and coordination can work in healthcare, to fix and 

upgrade what is currently broken in many places.  

At its core, Web3 refers to a new generation of digital infrastructure that shifts control from 

centralized intermediaries to decentralized, user-centric systems.  

In healthcare, that shift is starting to take shape in six key areas: 

• Patient-owned data: Giving individuals granular control over their health information, 

including who accesses it and for what purpose. 

• Decentralized research models: Enabling global, verifiable participation in trials and 

studies, often with token-based incentives. 
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• Portable credentials: Letting patients and professionals carry verifiable proofs (like 

medical licenses or immunization records) in secure, wallet-based formats. 

• Privacy-respecting data sharing: Using cryptographic tools to enable secure, 

permissioned sharing without leaking sensitive information. 

• Behavioral incentives: Token-based reward systems to encourage healthy habits, 

medication adherence, or preventive screening. 

• Collaborative governance: DAOs (Decentralized Autonomous Organizations) that fund 

research, guide open-source tool development, or make community health decisions. 

None of this is speculative. These ideas are already being tested, often in small, early-stage 

pilots, grounded in real-world healthcare needs. 

What’s already working (in practice, not theory) 
Web3-based healthcare experiments are emerging around the world.  

Some notable startup and project examples include (as of August 2025): 

• Medblocks and Mina Health, which let patients store and manage their own health 

records, sharing them only with verified parties as needed, without relying on a hospital’s 

database. 

• Triall, which uses blockchain to bring transparency and auditability to clinical trials, 

logging each protocol change and participant consent on-chain. 

• VitaDAO, a community-led initiative funding early-stage biotech research via tokenized 

governance. 

These projects aren’t perfect or universally applicable. But they offer a window into what a more 

interoperable, patient-centered health ecosystem could look like. 

What these projects are trying to fix 
Healthcare isn’t failing because it lacks technology. It’s failing, or at least falling short, because 

of fundamental mismatches between the needs of its users and the design of its systems. 

Too often: 

• Data is locked in proprietary silos 

• Coordination is slow and expensive 

• Trust between patients, providers, and payers is fragile 

• Incentives reward volume over outcomes, or administration over care 

Web3 doesn’t pretend to solve all of this overnight. But it does offer a set of design principles 

that could help. Systems built with transparency, auditability, and modularity at their core might 

allow for smarter collaboration, better data flows, and more meaningful accountability. 
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This is especially important as AI enters the mix, increasingly powering diagnostic support, 

triage bots, or administrative tools. If we want these systems to be trusted, we’ll need verifiable 

data trails, logged consent, and tamper-proof auditability. Web3 infrastructure could serve as 

the trust layer for AI, especially when health data becomes decentralized, sensitive, and 

dynamic. 

From blockchain hype to Web3 maturity 
When blockchain hype first entered healthcare around 2016 to 2018, I was part of the wave: as 

Chief Medical Officer of Medical Ledger, an early startup exploring distributed health records 

and patient consent. Like many others, our venture didn’t survive. The tools were immature, the 

incentives fuzzy, and the integration into clinical reality just too far off. 

But we learned something critical: decentralization alone doesn’t fix broken workflows. If it 

doesn’t improve clinical outcomes, save time, or increase trust, it won’t stick. 

What’s changed since then? 

• Web3 focuses on usable infrastructure: wallets, credentials, consent layers, and smart 

contracts. 

• It’s more modular and opt-in, allowing health systems to integrate decentralized 

components gradually. 

• Increasingly, it’s being shaped not mainly by technologists, but by people who’ve worked 

in the messy, regulated, human-centered world of healthcare, and understand its real 

needs. 

In short: the question is no longer “Can blockchain fix healthcare?” but “Where can decentralized 

systems offer better architecture for data, trust, and coordination?” 
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Part I: CONTEXT & FOUNDATIONS 

 

Chapter 1: Core Web3 concepts for healthcare 

stakeholders 
 

In this chapter: Blockchain, smart contracts, wallets, DAOs, and tokens, explained in plain language 

with clear healthcare relevance. What you need to know, without needing to learn to code. 

 

Web3 isn’t a single technology. It’s a stack of tools, principles, and digital infrastructure 

designed to shift power from centralized intermediaries to users and networks. While the term 

itself is still evolving, Web3 refers broadly to the next generation of the internet: one that is 

decentralized, permissionless, and trust-minimized. 

If you work in healthcare, whether as an executive, clinician, technologist, or researcher, here are 

the core Web3 building blocks to understand, and what they might mean in your world. 

 

Blockchain 
What it is:  

A blockchain is a decentralized digital ledger that records transactions across a network of 

computers. Once recorded, entries are tamper-evident and transparently verifiable. 

Why it matters in healthcare: 

Think of it as a “shared source of truth” between parties who don’t fully trust each other. In a 

system where hospitals, insurers, labs, and regulators all maintain siloed databases, blockchain 

offers a way to align on what happened, when, and under whose authority, without relying on a 

single institution to host the record. 

Example uses: 

• Logging data access (e.g. who viewed or shared a patient’s electronic health record or 

genetic profile) 

• Ensuring the integrity of clinical trial steps and outcomes 

• Registering supply chain events (e.g. temperature control for vaccines) 
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Smart Contracts 
What they are:  

Smart contracts are programs stored on the blockchain that execute automatically when 

specific conditions are met. They act like digital “if-then” agreements. 

Why it matters in healthcare: 

Smart contracts allow healthcare agreements to be automated, traceable, and transparent,  with 

logic built into the system. No manual approvals, no paperwork delays. 

Example uses: 

• Releasing grant funding once milestones are validated 

• Automating payment to the physician’s account when a patient completes a telehealth 

session 

• Rewarding research participants after data contribution is verified 

 

Wallets 
What they are:  

A digital wallet in Web3 is a tool that stores cryptographic keys. These keys control digital 

assets (like tokens), verifiable credentials, and access rights. A wallet is like your personal 

digital identity. 

Why it matters in healthcare: 

Wallets could allow patients, providers, or researchers to carry health-related credentials 

securely, portably, and without depending on a single health IT vendor. 

Example uses: 

• A clinician stores their license, credentials, and specialty board status in a wallet 

• A patient carries proof of immunization or eligibility for a rare-disease trial 

• Consent tokens for data use are issued and tracked via the wallet 

Web3 wallets can be non-custodial (you as the user hold the keys) or custodial (a trusted 

provider manages them). Both models have implications for usability and compliance in 

healthcare. 

 

DAOs (Decentralized Autonomous Organizations) 
What they are:  
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A DAO is a group of people coordinating using shared rules encoded on the blockchain. 

Decisions are proposed and voted on by members — often with governance tokens that signal 

stake or expertise. 

Why it matters in healthcare:  

DAOs enable new models of collective funding, peer review, and collaborative research, 

especially in areas underserved by traditional systems (e.g. rare diseases, prevention, 

psychedelics). 

Example uses: 

• A DAO pools capital to fund open-source drug discovery 

• Patients with a shared condition vote on how to allocate research funds 

• Clinicians co-manage a decentralized knowledge base or protocol registry 

 

Tokens 
What they are:  

A token is a digital unit that can represent many things: a currency, a reputation score, a license, 

access permission, or even partial ownership. 

Why it matters in healthcare:  

Tokens introduce programmable incentives. They can reward certain behaviors, represent 

patient rights, or track access to digital services, all with transparency and interoperability. 

Example uses: 

• Patients earn wellness tokens for activity tracking, medication adherence, or 

participation 

• Researchers receive reputation tokens for peer review or data annotation 

• A hospital uses access tokens to grant temporary data permissions to external 

collaborators 

Importantly, not all tokens are “cryptocurrencies.” Many are non-transferable and have no 

market value, functioning more like digital credentials or access rights. 

 

Putting it together 
Web3 is about enabling new layers of trust, coordination, and patient agency on top of them. 

Imagine a world where: 
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• A refugee arriving in a new country can instantly prove their vaccination record and prior 

diagnoses, without needing centralized records. 

• A small biotech startup accesses research funding directly from a DAO of aligned 

supporters instead of institutional gatekeepers. 

• A patient undergoing cancer treatment receives real-time control over who accesses 

their genomic data, and can revoke access with a click. 

These are the kinds of possibilities that emerge when decentralized infrastructure meets 

healthcare — responsibly, ethically, and with real-world constraints in mind. 

 

Up next: In Chapter 2, we explore how these tools interact with emerging regulations, privacy 

frameworks, and the growing presence of AI in health, and what that means for designing 

systems that work in practice. 
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Chapter 2: The evolving infrastructure – Web3 meets AI, 

privacy, and regulation 
 

In this chapter: How Web3 fits into today’s digital health landscape, including intersections with AI, 

decentralized data governance, and emerging global regulations like the EU AI Act.  

 

In 2025, healthcare innovation isn’t being driven by any one technology. Rather, it’s the 

convergence of many. Artificial intelligence, blockchain, self-sovereign identity (SSI), zero-

knowledge proofs, federated learning, and cloud-native infrastructures are intersecting in 

complex and sometimes unpredictable ways.  

For anyone working at the intersection of healthcare and innovation, understanding how Web3 

fits into this broader digital landscape is crucial. 

The usefulness of Web3, and its limitations, are defined by how well it integrates with:  

• Modern AI systems, including diagnostic models, workflow automation, and decision 

support 

• Privacy-enhancing technologies (PETs) that are reshaping how sensitive data is used 

• Evolving global regulations, including the EU’s AI Act and updates to data protection 

laws like GDPR and HIPAA 

We will now explore this interconnected space, starting with AI. 

 

AI and Web3: Accountability for algorithms 
AI is everywhere in digital health. From radiology diagnostics to patient triage bots and 

personalized medicine, models are becoming embedded into workflows, applications, and 

clinical decisions. 

But as these systems become more powerful, the need for auditability, explainability, and 

governance grows. 

This is where Web3 comes in. 

• Provenance tracking: Using blockchain to log exactly what data a model was trained on, 

and whether it was consented for that use. 

• Model versioning: Immutable logs of when models were updated, retrained, or deployed. 

• Smart consent: Patients could grant or revoke permission for their data to be used in AI 

training, with that consent recorded in a verifiable, time-stamped way. 
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Thus, Web3 can introduce much-needed accountability to AI use.  

 

Privacy, data sovereignty, and new governance models 
Healthcare data is deeply personal. It is traditionally stored in centralized silos. But this 

approach is breaking down under the pressure of the need for global health collaboration, 

patient rights, and rising cyber threats. 

Web3 tools offer an alternative framework as follows. 

• Self-sovereign identity (SSI): Allows patients to hold and selectively share verified 

credentials, e.g., insurance coverage, prescriptions, or conditions, without giving 

recipients full access to records. 

• Decentralized storage (e.g., IPFS, Arweave): Makes it possible to distribute data across 

nodes rather than storing it in one central database. 

• Privacy-preserving computation: Techniques like homomorphic encryption, federated 

learning, and zero-knowledge proofs (ZKPs) let data be used without being exposed. 

Thus, Web3 offers infrastructure-level tools to shift data control closer to the individual, while 

maintaining security and auditability at scale. 

 

Regulation: Aligning decentralized tech with real-world rules 
From Europe to Asia to the U.S., regulators are responding to the dual rise of AI and 

decentralized technology.  

Key frameworks that directly impact healthcare innovators include: 

The EU AI Act (2024–2026 rollout) 

• Categorizes AI use cases by risk (e.g., clinical decision support = high risk) 

• Requires data governance, transparency, human oversight, and traceability 

• Web3 can help meet these demands through transparent audit logs and smart consent 

layers 

U.S. Health Data Framework 

• HIPAA is evolving, but lagging behind modern data flows 

• HITECH, ONC’s interoperability mandates, and state-level privacy laws (e.g., California’s 

CPRA) are filling gaps 

• Smart contracts, portable credentials, and tokenized permissions offer a compliance-

friendly way to handle data access 
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• WHO and OECD are promoting data portability and digital trust 

• Emerging markets might be leapfrogging to decentralized ID and wallet-based access, 

especially where health infrastructure is fragmented 

In summary, Web3 offers new tools to build in accordance with regulations, rather than trying to 

work around them or outrun them.  

 

Putting it together 
Innovation in healthcare requires interoperability and integration, now more than ever.  

Today’s infrastructure stack is a tapestry of legacy systems, AI tools, privacy constraints, cloud 

platforms, and cross-border compliance. 

Web3 adds a new layer: trust and coordination without requiring centralized ownership. 

To make that useful, builders and decision-makers must: 

• Understand what Web3 does well (e.g., provenance, verification, access control) 

• Respect what it doesn’t (e.g., real-time high-volume compute, UI polish, low-friction 

onboarding) 

• Learn how to design composable, modular systems in which decentralized components 

plug into existing workflows, rather than replace them entirely 

 

Up next: In Part II, we move from foundational concepts to concrete use cases, starting with 

how health data itself is being reimagined: not just protected, but made portable, 

programmable, and even valuable to its rightful owners. 
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Part II: USE CASES & EMERGING MODELS 

 

Chapter 3: Tokenized health data – ownership, access 

and value 
 

In this chapter: How patient data can be shared, protected, and even monetized using blockchain 

and privacy-preserving tools. 

 

In healthcare, data is everything. It's the foundation of clinical decisions, public health policies, 

insurance systems, and medical research. But despite its importance, health data is notoriously 

fragmented, difficult to access, and unevenly controlled. 

Patients rarely have meaningful ownership of their own records. Researchers struggle to access 

data sets without going through layers of intermediaries. Providers are forced to navigate 

incompatible systems. Meanwhile, the true value of health data, both clinical and economic, is 

often extracted by third-party platforms, not by the people who generate or validate it. 

Web3 introduces a new design framework: one where health data is not only protected and 

portable, but also tokenized, meaning it can be accessed under programmable rules, exchanged 

with explicit consent, and even tied to financial or reputational incentives. 

Let’s unpack what this actually means. 

 

From data silos to data wallets 
Traditional health data is stored in centralized silos: hospital EHRs, insurance systems, lab 

software, research databases, and even national systems like Germany’s Telematik-

Infraststruktur. These systems don’t talk to each other easily. And even when they do, access is 

often – though not in all of these cases – limited to institutional actors. 

In a Web3 context, health data can be stored or referenced through a self-sovereign identity 

(SSI) or decentralized identifier (DID) framework, often linked to a digital wallet. These wallets 

don’t necessarily hold the data itself, but rather act as the user's private key to access, share, 

and verify it across systems. 

A patient might store cryptographic proofs of: 

• Vaccination history 

• Lab results or imaging 
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• Prescriptions 

• Clinical trial participation 

• Insurance eligibility 

With this setup, individuals gain control over who sees what, when, and under what conditions. 

Access permissions can be granular and time-limited. Audit logs can ensure transparency. And 

importantly, consent becomes verifiable. 

 

What it means to “tokenize” health data 
Tokenization in this context doesn’t mean selling medical records as NFTs. Instead, it refers to 

creating digital representations of access rights, entitlements, or contributions related to data. 

Some use cases: 

• Data access tokens: Grant access to specific data types (e.g., anonymized metabolic 

profiles for research) under smart contract-enforced terms. 

• Consent tokens: Allow a patient to revoke or update consent dynamically, with full 

auditability. 

• Data contribution tokens: Track and reward individuals who allow their data to be used 

in research or AI model training. 

• Incentive tokens: Encourage health behaviors (e.g., fitness tracking, medication 

adherence) while capturing useful datasets. 

This token layer enables systems to balance individual agency, legal compliance (e.g., GDPR), 

and data liquidity. Data liquidity is a term used to describe how easily data can move to where 

it's most useful, without losing control or trust. 

 

Protecting privacy with zero-knowledge proofs 
Health data is among the most sensitive information a person can share. Any Web3 system that 

handles it must prioritize privacy at the architectural level. 

One promising tool here is zero-knowledge proofs (ZKPs). These are cryptographic methods 

that allow one party to prove something (e.g., “I am over 18,” “I’ve tested negative for X,” “I’m 

eligible for this study”) without revealing the underlying data. 

In healthcare, ZKPs could enable: 

• Privacy-preserving eligibility checks for trials or subsidies 

• Anonymous access credentials for sensitive services 
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• Selective disclosure of medical history (e.g., showing only relevant parts of your record) 

Combined with decentralized identity frameworks, this enables data minimization, a key 

requirement of modern privacy regulation, while still unlocking value for both users and 

institutions. 

 

Economic models and ethical tensions 
Tokenizing health data opens the door to new economic models, including data marketplaces 

and individual monetization. This sounds empowering, but it also raises ethical questions. 

• Should patients sell their data to pharma companies? 

• Should wellness apps reward users with tokens for daily step counts? 

• Should a DAO govern access to rare disease registries? 

There are no easy answers. But Web3 enables experimentation with more transparent, user-

driven models. It also raises the bar for ethical design: if data has financial value, who benefits 

– and who is excluded? 

 

Putting it together 
Tokenization is an enabler, not a product. 

Tokenized health data is about making health data programmable, portable, and participatory, 

rather than putting a price tag on everything. 

It allows healthcare ecosystems to move from passive data collection to active data 

governance, with clear consent, fine-grained access control, and new incentive layers that 

reward contributions while protecting privacy. 

Done right, this could unlock massive value in research, care coordination, and patient 

empowerment. Done poorly, it risks reinforcing inequities or creating exploitative systems. The 

difference lies in design, governance, and accountability, all of which need to be front and 

center as these models evolve. 

 

Up next: In Chapter 4, we explore the role of Decentralized Identity — and how patients, 

providers, and institutions can verify credentials, access services, and build trust without relying 

on centralized authorities. 
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Chapter 4: Decentralized identity in healthcare 
 

In this chapter: An overview of SSI (Self-Sovereign Identity), verifiable credentials, and how they 

streamline patient/provider authentication. 

 

Why identity is a bottleneck in healthcare 
Every healthcare interaction, from making an appointment to accessing a record to prescribing 

medication, depends on verifying who someone is. 

But in today’s healthcare systems, identity is fragmented: 

• Patients often need to repeat information, carry physical documents, or rely on insecure 

email exchanges just to prove eligibility or past care. 

• Clinicians juggle logins across platforms, and credential verification (licenses, 

certifications, affiliations) is slow, opaque, and vulnerable to fraud. 

• Institutions maintain incompatible identity systems, creating bottlenecks for inter-

organizational collaboration and slowing down care delivery. 

In a field that depends on coordination, trust, and timely access, this identity fragmentation is a 

structural liability. 

Decentralized identity might be a solution. 

 

What is decentralized identity? 
Decentralized identity (also called self-sovereign identity, or SSI) is a framework that lets 

individuals and organizations hold and control their own verifiable credentials, without 

depending on a central authority to store or mediate them. 

At the heart of SSI are three key components: 

• Decentralized Identifiers (DIDs): Unique, cryptographically secure identifiers controlled 

by the user, not by a centralized registry. 

• Verifiable Credentials (VCs): Digitally signed documents that prove a claim (e.g., “Jane 

is a licensed nurse practitioner”) and can be instantly verified. 

• Digital Wallets: Apps or interfaces where users store their credentials and choose when 

(and with whom) to share them. 

It’s similar to how you carry a driver’s license in your physical wallet, only digital, tamper-proof, 

and usable across systems. 
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Verifiable credential examples in healthcare: 

• Proof of health insurance coverage 

• COVID vaccination or immunization status 

• Professional licenses or board certifications 

• Patient consent to participate in a research study 

• Eligibility for a public health program 

 

Real-world applications in healthcare 
1. Streamlined patient access and onboarding 

Instead of filling out the same forms over and over, patients could present a credential proving 

identity, insurance status, and medical history, all verifiable and under their control. 

Example: The EU-funded project MyHealthMyData (https://www.myhealthmydata.eu) explored 

how patients could use self-managed health identities to control access across clinics and 

countries. 

2. Credentialing for Clinicians 

Verifying provider qualifications across borders or across institutions is typically slow and 

manual. With VCs, a hospital could instantly verify that a surgeon is board-certified and licensed, 

without needing to contact a central registry. 

Example: Projects like Dock (https://www.dock.io) and IDunion are piloting healthcare 

credentialing frameworks for professionals, including in Germany and the EU. 

3. Cross-System Trust Without Centralization 

Hospitals, insurers, pharmacies, and research networks all need to trust one another’s data, but 

current systems require intermediaries or custom integrations. With decentralized identity, each 

entity can issue and verify credentials directly, reducing overhead and increasing 

interoperability. 

 

Privacy benefits 
Unlike login-based systems (which track users) or paper-based processes (which are easy to 

forge), decentralized identity allows: 

• Selective disclosure (only reveal what’s necessary) 

• Zero-knowledge proofs (prove something without revealing the underlying data) 

• Local data custody (credentials are stored with the individual, not in a central database) 

https://www.myhealthmydata.eu/
https://www.dock.io/
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This is especially useful for: 

• Undocumented populations or migrants with limited paper records 

• Research participants who need anonymized yet verifiable status 

• People accessing care across jurisdictions with incompatible systems 

 

Implementation considerations 
While the tech is maturing, adoption still faces hurdles: 

• User experience: Wallets need to be intuitive enough for wide adoption. 

• Institutional trust: Who issues credentials, and how do others trust them? 

• Standards and interoperability: Global health systems need aligned schemas and 

verification methods. 

• Legal frameworks: How SSI fits into GDPR, HIPAA, and informed consent varies by 

region. 

That said, multiple initiatives, including the European Digital Identity Wallet, Trust over IP 

Foundation, and Decentralized Identity Foundation, are working on healthcare-ready 

frameworks. 

 

Putting it together 
Identity underpins every health interaction. Today’s systems are siloed, manual, and fragile. Self-

sovereign identity offers a patient- and provider-centered alternative, one where credentials are 

portable, verifiable, and private. 

For healthcare systems trying to reduce friction, improve trust, and enhance security, 

decentralized identity may be one of the most practical entry points into Web3. 

 

Up next: In Chapter 5, we will look at how tokens are being used to align incentives, reward 

healthy behavior, and coordinate communities – all without centralized control. 
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Chapter 5: DAOs and collective funding models in health 
 

In this chapter: How decentralized organizations are funding research, coordinating rare disease 

communities, and governing health ecosystems. 

 

From central institutions to community coordination 
Healthcare has long relied on centralized bodies for funding and governance, from public 

agencies and insurers to institutional review boards and global health NGOs. While this 

approach ensures oversight and stability, it often comes with: 

• Slow funding cycles 

• Limited stakeholder inclusion 

• High administrative overhead 

• Mismatched incentives between funders, researchers, and patients 

Decentralized Autonomous Organizations (DAOs) offer a radically different model: one that 

emphasizes transparency, bottom-up participation, and collective decision-making. While still 

experimental, health-focused DAOs are already shaping how people fund, govern, and organize 

around complex medical challenges. 

 

What is a DAO, and why use one in health? 

A DAO is a decentralized group of individuals or organizations that coordinate using on-chain 

tools like smart contracts, community voting, and shared treasuries. 

Key features include: 

• Shared mission encoded in smart contracts 

• Token-based governance where voting power is distributed (often, but not always, 

proportionally to contribution or stake) 

• On-chain treasury with transparent, auditable funding flows 

• Community proposals for new initiatives, partnerships, or grants 

In health, this can enable: 

• Patient groups funding research they care about 

• Researchers submitting proposals directly to decentralized grant pools 

• Cross-border communities governing health data or trial participation 
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• Donors seeing exactly where their money goes 

 

Real-world examples of health DAOs 
VitaDAO — Decentralized Longevity Research 

Launched in 2021, VitaDAO (https://www.vitadao.com) is a DAO that funds early-stage research 

in aging and longevity medicine. Anyone can participate by acquiring $VITA tokens, which are 

used to vote on grant proposals. 

• Has funded over 20 longevity research projects across Europe and the US 

• Collaborates with universities and biotech labs 

• Offers intellectual property (IP) NFTs representing licensed research outcomes 

Why it matters: VitaDAO bypasses traditional venture capital and peer review bottlenecks. 

Token holders, including patients, scientists, and investors, directly steer the research agenda. 

 

AthenaDAO — Women’s Health Research 

AthenaDAO (https://www.athenadao.xyz) is focused on funding overlooked areas in women’s 

health, including hormonal disorders, reproductive health, and gender bias in clinical studies. 

• Uses community grants to support preclinical and biotech projects 

• Partners with academic labs to fast-track early findings 

• Aims to onboard women as participants, contributors, and governors 

Why it matters: Women’s health has historically been underfunded and under-researched. 

AthenaDAO channels community-driven capital into this gap — with transparent decision-

making. 

 

LabDAO — Infrastructure for Open Science 

LabDAO (https://www.labdao.xyz) provides decentralized research tools for bioinformatics, 

drug discovery, and lab services. 

• Offers a modular toolkit for running reproducible experiments 

• Encourages collaboration between researchers, coders, and funders 

• Uses DAO governance to prioritize feature development and integrations 

Why it matters: Instead of closed academic silos, science becomes a shared, composable, and 

programmable system, governed by its users. 

https://www.vitadao.com/
https://www.athenadao.xyz/
https://www.labdao.xyz/
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Collective models beyond research 

DAOs are not just for funding. They can also: 

• Coordinate rare disease communities – patients and families can fundraise, share data, 

and vote on trial designs. 

• Govern health data cooperatives – stakeholders decide how community-contributed 

health data is used or licensed. 

• Run peer-support or mental health groups – contributions (emotional, logistical, 

educational) are recognized via tokens or governance roles. 

Example: RarebaseDAO (in development) envisions rare disease patients pooling resources to 

sponsor custom therapeutics — bypassing the pharmaceutical funding gap for ultra-niche 

conditions. 

 

Limitations and ethical trade-offs 
While promising, health DAOs face critical challenges: 

• Inclusivity: Not everyone has the technical literacy or time to participate in token voting. 

• Regulation: Many DAO-funded activities (e.g. research, data usage) touch legal and 

ethical boundaries, especially in healthcare. 

• Token incentives: When tokens are used to govern or reward, there's risk of speculation 

overtaking mission alignment. 

• Accountability: Without centralized oversight, who’s liable when decisions cause harm? 

DAOs must be designed with clear ethical frameworks, strong off-chain governance where 

needed, and robust community moderation. 

 

Hybrid approaches are emerging 
Some of the most pragmatic projects combine traditional and DAO elements: 

• Legal wrappers (like Swiss associations or US non-profits) enable DAOs to hold real-

world IP or contracts. 

• Grants are co-managed by off-chain experts and on-chain communities. 

• Governance tokens represent contribution instead of financial investment, reducing 

securities risk. 
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Example: VitaDAO collaborates with Molecule, a biotech IP platform, to manage intellectual 

property and compliance off-chain, while DAO members steer research direction. 

 

Putting it together 
DAOs are reframing what health funding and governance could look like — moving from slow, 

centralized structures to dynamic, transparent, and participant-driven systems. 

While still nascent, they offer real opportunities for: 

• Accelerating neglected research 

• Creating transparent grant workflows 

• Involving patients and contributors directly 

• Building public goods for healthcare and science 

 

Up next: In Chapter 6, we will see how tokens are being used to align health behavior, track 

compliance, and power new engagement models, both on-chain and in real life. 
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Chapter 6: Incentivizing health – tokens for behavior, 

compliance and community 
 

In this chapter: Exploring how behavioral nudges are being implemented through tokens — from 

physical activity rewards to medication adherence. 

 

From reminders to rewards 
Traditional health programs rely on education, reminders, and penalties to shape behavior — 

think appointment follow-up calls, step challenges, or insurance premium adjustments.  

While these methods can work, they often suffer from: 

• Low engagement once the novelty wears off 

• One-size-fits-all incentives that fail to motivate diverse populations 

• Opaque reward structures that don’t let participants see how their effort converts into 

value 

• Administrative complexity in tracking participation and payouts 

Tokens offer a new approach: programmable, transparent, and transferable rewards that 

participants can earn for verifiable healthy actions, whether recorded via wearables, apps, or 

connected medical devices. 

 

What is a health token? 
A token in this context is a digital asset, often issued on a blockchain, that can represent: 

• Utility – access to services, products, or premium content 

• Reputation – proof of participation or compliance 

• Economic value – redeemable for goods, discounts, or even fiat currency 

Key advantages: 

• Automation – smart contracts can instantly issue rewards when predefined conditions 

are met (e.g., “log 10,000 steps per day for a week”). 

• Transparency – both participants and program managers can verify reward distribution. 

• Portability – tokens can be used across partner programs, expanding their usefulness 

beyond a single app or clinic. 
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Real-world examples of tokenized health incentives 
Sweat Economy — Activity as Currency 

Originally launched as Sweatcoin, Sweat Economy (https://sweateconomy.com) rewards users 

with $SWEAT tokens for steps tracked via their smartphone or wearable. 

• Integrates with popular fitness trackers and health apps 

• Offers a marketplace for redeeming tokens for goods, donations, or crypto swaps 

• Gamifies walking with challenges and leaderboards 

Why it matters: Walking is one of the simplest, most accessible forms of physical activity. 

Token rewards lower the barrier to forming daily habits, especially for sedentary individuals. 

 

Healthereum — Engagement in Care Plans 

Healthereum (https://www.healthereum.com) uses blockchain-based tokens to improve patient 

follow-up and education. 

• Patients receive tokens for confirming appointments, completing surveys, and following 

care instructions 

• Providers can issue custom tasks and track engagement 

• Tokens can be exchanged for healthcare services or benefits 

Why it matters: Missed appointments and non-adherence cost healthcare systems billions 

annually. Tokenized engagement provides both accountability and tangible motivation. 

 

MintHealth — Tokenized Preventive Care 

MintHealth (https://www.minthealth.io) issues $VIDA tokens to patients who engage in 

preventive health behaviors. 

• Links wearable data, health assessments, and coaching programs 

• Partners with payers and employers to offer premium reductions 

• Focuses on chronic disease prevention, especially in high-risk populations 

Why it matters: Preventive care is chronically underutilized. Token rewards align patient and 

payer incentives by making healthy actions immediately valuable. 

 

Building community health economies 
Tokens can do more than incentivize individuals, They can create shared economies where 

collective health success generates collective value. 

https://sweateconomy.com/
https://www.healthereum.com/
https://www.minthealth.io/
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• Community wellness challenges – pooled token rewards for group achievements (e.g., 

city-wide step counts, shared weight loss goals) 

• Peer-to-peer support rewards – tokens for mentoring, answering questions, or sharing 

healthy recipes 

• Rare disease networks – tokens for contributing data, participating in studies, or co-

funding research 

 

Limitations and ethical considerations 
While token incentives can be powerful, there are caveats: 

• Equity and access – not everyone owns a smartphone or wearable, potentially excluding 

vulnerable populations. 

• Privacy and data protection – health activity data must be protected, even when 

anonymized for blockchain use. 

• Token speculation – if tokens have market value, participants might focus more on 

cashing out than sustaining healthy habits. 

• Behavioral overjustification – external rewards can undermine intrinsic motivation if not 

carefully designed. 

 

Hybrid and compliance-friendly models 
Many successful projects combine blockchain transparency with off-chain compliance 

safeguards: 

• Non-transferable tokens for reputation or proof-of-adherence (cannot be sold, avoiding 

securities concerns) 

• Dual reward systems – on-chain tokens for transparency + traditional benefits 

(insurance discounts, gift cards) for mass adoption 

• Interoperable health credentials – tokens double as verifiable proof of training, 

vaccination, or condition management 

Example: A clinical trial might use non-transferable compliance tokens to verify participant 

engagement, while offering separate financial stipends off-chain to comply with regulations. 

 

Putting it together 
Tokenized incentives offer a flexible, transparent way to reward healthy actions, improve 

adherence, and foster engaged communities.  
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Done well, they can: 

• Turn everyday health behaviors into tangible, tradable value 

• Improve compliance in chronic care and clinical trials 

• Build grassroots health movements with shared economic benefits 

As token and wearable adoption grows, these systems could evolve into global health 

engagement networks – interoperable, cross-border, and driven by a mix of personal benefit 

and collective wellbeing. 

 

Up next: In Chapter 7, we’ll explore how decentralized trials and open research infrastructure are 

transforming the way studies are conducted — improving transparency, reducing costs, and 

enabling global participation. 
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Chapter 7: Decentralized trials and open research 

infrastructure 
 

In this chapter: New ways to run transparent, incentive-aligned clinical trials and enable privacy-

preserving research participation. 

 

From centralized to participant-centered trials 
Clinical trials are essential to advancing medical science, but they’re notoriously slow, 

expensive, and inaccessible: 

• Recruitment is difficult, especially for underrepresented populations. 

• Participant dropout rates are high. 

• Data is siloed and often unavailable for secondary research. 

• Trust in trial sponsors, especially pharmaceutical companies, is low. 

• Results can be selectively reported, leading to bias and lack of reproducibility. 

For both researchers and patients, the current system is full of friction. 

Web3 technologies offer an alternative: decentralized trial infrastructure. The goal is not to 

replace regulatory safeguards, but to improve transparency, efficiency, and alignment between 

all stakeholders. 

 

What are decentralized trials? 
Decentralized clinical trials (DCTs) use digital technologies to enable participants to engage 

remotely, from consent to data sharing to compensation. 

Web3 enhances this by introducing: 

• On-chain consent mechanisms 

• Token-based incentives for participation and compliance 

• Verifiable data provenance 

• Open research registries and audit trails 

• Privacy-preserving data contributions via zero-knowledge proofs or MPC 

These elements combine to create a model of research that is: 

• Transparent 
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• Auditable 

• Participant-centered 

• Modular and open 

 

Real-world examples 
Triall — Blockchain-Enabled Clinical Research 

Triall (https://triall.io) integrates blockchain into clinical trial workflows to improve auditability 

and data integrity. 

• Creates immutable logs of trial activities (e.g. protocol approvals, patient enrollment) 

• Uses blockchain to secure clinical trial data against tampering 

• Aims to connect stakeholders (sponsors, CROs, regulators) in a shared infrastructure 

Why it matters: Triall makes the clinical trials model more trustworthy and verifiable using 

Web3 tooling. 

 

DeSci Labs, DeSci Nodes 

Built to enable decentralized science (DeSci), DeSci Labs (https://www.desci.com) allow 

researchers to post proposals, get community funding, and collect data from global 

contributors. 

• Participants can join studies via verified credentials 

• Data contributions can be anonymized and cryptographically secured 

• Results are published openly and tracked on-chain 

Use case: A mental health study where participants submit daily symptom logs via a wallet-

linked app. Each entry is timestamped and pseudonymized, with participation rewarded via 

stablecoins or DAO tokens. 

 

Incentives for research participation 
One of the most promising aspects of decentralized trials is better participant engagement. 

Web3 introduces new incentive models: 

• Tokenized rewards for completing study milestones 

• NFTs or credentials that represent verified participation (useful for citizen science or 

professional training) 

https://triall.io/
https://www.desci.com/
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• Reputation systems that let participants build an on-chain track record of contribution 

• Wallet-based airdrops to thank past participants or invite them to follow-up studies 

These mechanisms can increase retention, reduce recruitment costs, and support a more 

equitable distribution of value. 

 

Privacy and data control 
Participation in research requires trust, especially when sensitive health data is involved. 

Web3 enables privacy-preserving participation by combining: 

• Self-sovereign identity (SSI): Users share only the minimum credentials needed (e.g., 

age, condition), without disclosing full identity. 

• Zero-knowledge proofs (ZKPs): Participants can prove eligibility (e.g., diagnosis or 

location) without revealing raw data. 

• Off-chain encrypted storage + on-chain verification: Keeps sensitive information private 

while ensuring it's verifiable. 

Example: A rare disease DAO might sponsor a study requiring genetic screening. Instead of 

uploading raw data, participants provide a ZKP that proves they carry the gene of interest, 

without exposing their full genome. 

 

From closed pipelines to open research infrastructure 

Decentralized trial systems are part of a larger shift toward open science, in which tools, data, 

and incentives are designed for collaboration. 

This includes: 

• Open data repositories with access conditions defined via smart contracts 

• Research protocols managed via DAOs 

• Digital lab notebooks and timestamped result sharing 

• Composability: Studies built using interoperable modules that connect researchers, 

participants, and funders 

By making research programmable, auditable, and collectively governed, Web3 can shift science 

toward greater reproducibility and public benefit. 

 

What’s still missing? 
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Despite progress, decentralized trials still face critical challenges: 

• Regulatory acceptance: Most health authorities (e.g., FDA, EMA) require traditional 

oversight, which DAOs and on-chain systems don’t fully replicate. 

• Participant trust: Wallets and tokens can feel intimidating or confusing for non-technical 

users. 

• Data quality assurance: Ensuring that remote submissions are accurate, timely, and 

clinically relevant remains a hurdle. 

• Interoperability with legacy systems: Hospitals, CROs, and IRBs may not be ready to 

integrate with Web3-native platforms. 

 

Putting it together 
Web3 introduces powerful tools for improving how research is funded, governed, and 

conducted. While decentralized trials won’t replace traditional clinical research overnight, they 

expand the toolkit, especially for: 

• Community-led studies 

• Rare disease research 

• Behavioral health tracking 

• Global collaborations without centralized sponsors 

As decentralized science (DeSci) matures, we may see a new generation of clinical research 

emerge: more transparent, more participatory, and more aligned with the people it’s meant to 

serve. 

 

Up next: Part III delivers a strategic perspective on what’s actually working in Web3 and 

healthcare, where projects are stalling, and how leaders can separate durable progress from 

passing hype.  
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Part III: STRATEGIC PERSPECTIVE 

 

Chapter 8: What’s working (and what isn’t) 
 

In this chapter: Lessons from real-world projects – where traction is growing, where hype has 

faded, and what’s still being tested. 

 

The Web3-in-healthcare space is no longer a blank slate. Over the past few years, projects have 

moved from whitepapers to pilots, and in some cases, to production. But not everything 

promised has delivered – and that’s okay.  

As in any emerging field, experimentation reveals what sticks, what scales, and what still needs 

time or rethinking. 

This chapter offers a grounded look at where progress is happening, and where caution is 

warranted. 

 

Where Web3 in healthcare is gaining traction 
1. Patient-controlled data access 

Projects like Mina Health, Medblocks, and Oasis Labs have shown that self-custodial health 

data access is not just a privacy ideal, but technically viable. These systems give patients 

access keys or wallet-based permissions to share data selectively with clinicians, researchers, 

or even family members. 

• What’s working: Granular consent layers, cryptographic access control, and mobile 

wallet UX 

• What’s ahead: Standardization and integration into mainstream EHR workflows 

2. Decentralized research funding 

Initiatives such as VitaDAO and LabDAO have proven that DAOs can pool capital, fund 

preclinical research, and maintain governance over intellectual property. These models are 

particularly attractive in underfunded areas like longevity research or rare diseases. 

• What’s working: Transparent funding rounds, contributor voting, and IP-NFT 

management 

• What’s ahead: Legal clarity, integration with traditional research institutions 
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3. Tokenized incentives for health behavior 

Platforms like HealthBlocks and Lifelog have launched token-based systems that reward 

healthy actions (e.g. steps walked, workouts completed, appointments attended) with 

blockchain-logged points or assets. These models are increasingly linked with wearables and 

APIs. 

• What’s working: Habit-building, gamification, real-time feedback 

• What’s ahead: Long-term behavior change validation, regulatory guardrails for tokenized 

rewards 

4. Verifiable Credentials for Providers and Patients 

Tools like Sphereon, Dock, and IDUnion have begun issuing verifiable credentials (VCs) to 

healthcare workers and institutions. These allow for secure, rapid authentication of 

qualifications, licenses, and certifications — particularly across jurisdictions. 

• What’s working: Portability, fraud resistance, GDPR-aligned storage 

• What’s ahead: Standard adoption by public-sector bodies and payers 

 

What hasn’t delivered (yet) 
1. Full patient-controlled longitudinal health records  

While technically alluring, the concept of a fully portable, blockchain-stored lifetime health 

record hasn’t yet worked in practice. Challenges include data formatting, interoperability with 

legacy systems, and risks from lost private keys. 

2. NFTs for health records 

Attempts to store or represent health records as NFTs (e.g. early versions of NFT birth 

certificates or vaccination tokens) mostly fizzled due to privacy concerns, poor UX, and lack of 

institutional support. 

3. Health dApps for direct clinical care 

Some early health dApps tried to bypass traditional care delivery channels (e.g. smart contract-

based telemedicine). These often underestimated regulatory complexity, liability issues, and the 

trust role of institutional brands. 

4. Generic health DAOs  

Many early DAOs aimed to be “the community-run everything” for health. Without a clear 

purpose, governance model, or clinical domain, most stalled due to governance fatigue or lack 

of traction. 

 

Still in the experimental phase 
1. Decentralized clinical trials 

Pilot efforts by projects like Triall, PharmaLedger, and university-backed initiatives are showing 
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promise, but haven’t yet scaled. Challenges include regulatory alignment and stakeholder 

education. 

2. Zero-knowledge use cases 

Privacy-enhancing technologies like ZKPs are still early-stage in health, but show potential for 

proving data compliance, consent, or health status without revealing sensitive details. 

3. Cross-border medical credentialing 

There is growing demand for a global system of verifiable medical credentials (e.g. for nurses, 

specialists, or remote providers). Pilots exist, but legal and institutional buy-in remains a 

bottleneck. 

 

Putting it together 
What works and what doesn’t, so far: 

• Focus wins. The most successful projects are solving one specific problem — not trying 

to reinvent healthcare wholesale. 

• Integration matters. Real traction happens when Web3 tools plug into existing 

workflows. Not when they try to replace entire systems. 

• Narrative fatigue is real. After years of “blockchain will save healthcare,” stakeholders 

are skeptical. Clarity and realism matter more than jargon or hype. 

• It’s still early, but maturing. What failed in 2018 might succeed in 2025 with better 

tooling, UX, and regulation-aware design. 

 

Up next: The next chapter is a guide for leaders, product teams, and investors on how to 

critically evaluate potential Web3 integrations before you commit. 
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Chapter 9: Strategic questions to ask before you build or 

partnre 
 

In this chapter: A practical decision-making guide for executives, tech teams, and investors. 

 

Web3 is no longer just a theoretical playground. Projects are being funded, protocols are 

maturing, and real-world integrations are taking shape, including in healthcare. But just because 

something is technically possible doesn’t mean it’s strategically sound. 

This chapter offers a structured way to assess whether a Web3-based approach makes sense 

for your organization, your stakeholders, and your goals. Whether you're evaluating a potential 

partnership, considering a prototype, or deciding where to allocate budget, the following 

questions can help you cut through hype and focus on what matters. 

 

Before you say yes: 7 strategic filters 
1. What problem are we actually solving — and for whom? 

Web3 is not a strategy; it’s a toolset. Begin by clarifying the problem. Is it about trust, access, 

interoperability, incentives, or transparency? And who feels the pain? Patients, providers, payers, 

regulators? 

Tip: Avoid “blockchain for the sake of blockchain.” If the core issue can be solved with existing 

tools, that’s often faster and cheaper. 

2. What does decentralization actually improve here? 

Does using a decentralized architecture provide a specific benefit, e.g., reducing fraud, enabling 

transparency, distributing trust, lowering barriers to access, or creating tamper-proof audit 

trails? 

Checklist: 

• Would centralized systems struggle to solve this? 

• Is stakeholder trust an issue? 

• Are there too many intermediaries in the current process? 

3. Do we understand the user experience? 

Web3 introduces new UX patterns: wallets, keys, tokens, and verifiable credentials. These can 

be empowering or confusing. What will onboarding look like for a non-technical patient or 

clinician? 
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Red flag: If your solution requires users to understand gas fees, private keys, or blockchain 

infrastructure just to get started: rethink the UX. 

4. How does this fit into regulatory frameworks? 

Healthcare operates under strict regulation. Will this solution be compliant with GDPR, HIPAA, 

or relevant equivalents? Have you mapped out how data access, storage, consent, and usage 

will be handled? 

Consider: 

• Is the data on-chain, off-chain, or hybrid? 

• Are auditability and traceability built-in? 

• Is there a mechanism for revoking access? 

5. What dependencies and risks come with the tech stack? 

Public chains, Layer 2s, wallets, node operators, storage layers: every Web3 system relies on 

external infrastructure. Understand who you’re depending on and whether they’re stable, secure, 

and aligned with your values. 

Risk check: 

• Could a smart contract bug expose sensitive data? 

• Is the chain you're building on subject to volatile fees or downtime? 

6. Is there a clear business model or value flow? 

How will value be created and captured in this system? Will tokens be used? Who earns, who 

pays, and why does this make sense? 

Warning sign: If your monetization plan goes something like “issue a token and hope it accrues 

value,” go back to the drawing board. 

7. What’s the governance model? 

Especially for partnerships or ecosystems, governance is critical. Will this be a DAO? Will 

stakeholders have input? What decisions will be on-chain vs. off-chain? 

Ask yourself: 

• Who has decision-making power? 

• How are upgrades and disputes handled? 

• What happens if key contributors leave? 
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Bonus questions for specific roles 
For executives: 

• How does this support our long-term mission or strategic differentiation? 

• Are we prepared to educate our board and legal teams about this initiative? 

• What reputation risks or regulatory scrutiny might it invite? 

For tech leads: 

• Do we have in-house Web3 expertise? Or reliable partners? 

• How will this architecture integrate with existing systems? 

• Can we prototype and test this before committing? 

For investors: 

• Is this team Web3-native and healthcare-literate? 

• Do they have a compliance pathway? 

• Are incentives aligned between token holders, users, and developers? 

 

How to use these questions 
Many of the most exciting Web3 health initiatives succeed because they ask hard questions 

early. They’re intentional, focused, and built with clear stakeholder needs in mind. 

If a project can’t answer most of the questions above, or resists being asked, it’s a sign to 

proceed with caution. 

 

Up next: We’ll zoom out in the next chapter and explore how governments and national 

healthcare systems are (or aren’t) engaging with Web3 infrastructure… and what might come 

next. 
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Chapter 10: Web3 in national health systems: Hype, hope, 

or hybrid? 
 

In this chapter: Public-sector feasibility, cultural readiness, and areas where Web3 aligns – or 

conflicts – with institutional priorities. 

 

If there’s one thing national health systems are known for, it’s complexity. From deeply 

entrenched IT systems and multi-tiered bureaucracies to rigid procurement processes and a 

focus on risk avoidance, these environments may seem like the last place Web3 innovation 

could thrive. 

And yet, health systems are under pressure like never before: aging populations, spiraling costs, 

staff shortages, public trust erosion, and legacy tech stacks stretched to their limits. In this 

context, the principles behind Web3 – transparency, interoperability, patient control, and 

incentive alignment – offer a compelling vision. 

The question is not if public-sector healthcare will engage with Web3 ideas. The question is 

how, where, and on what terms. 

 

What national health systems value  
Public healthcare institutions operate under mandates that differ significantly from startups or 

venture-funded initiatives.  

They are typically driven by: 

• Stability: Systems must remain operational at scale, with minimal downtime. 

• Accessibility: Services must be accessible to all, regardless of income or tech-

savviness. 

• Accountability: Compliance, oversight, and transparency are typical requitements. 

• Cost-effectiveness: Resources are limited, and tech budgets must serve broad 

outcomes. 

These principles don’t inherently conflict with Web3 – but they do shape how, when, and where 

it can be adopted. 

 

Where Web3 aligns with institutional priorities 
1. Transparency and auditability 
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Blockchain-based logs can help meet public-sector demands for accountability. This is 

especially true in procurement, clinical trials, pharmaceutical supply chains, and insurance 

billing: all areas prone to opacity and fraud. 

Example: The EU-funded MyHealthMyData project explored how blockchain could facilitate 

secure, patient-consented data exchange for research, with all access tracked and auditable. 

2. Decentralized identity for interoperability 

Public health systems often struggle with patient and provider ID systems that don’t work 

across borders or platforms. Verifiable credentials and SSI (Self-Sovereign Identity) could be a 

standards-aligned solution for mobility and continuity of care. 

Example: The European Blockchain Services Infrastructure (EBSI) pilot includes health 

credentialing as a use case — aiming to let citizens carry and share health documents across 

EU member states using wallet-based ID. 

3. Patient-centric data access 

Tokenless wallets or citizen IDs could allow individuals to access, share, or revoke their health 

data across systems, without needing to understand the backend. 

Caveat: Wallet UX and digital literacy are key constraints. 

 

Where Web3 still faces friction 
1. Decentralization vs. governance 

Public health relies on centralized accountability structures. DAOs, token governance, or 

distributed authority models may not align with legal or ethical expectations, especially in 

clinical care or population health. 

2. Security, not just transparency 

Blockchains are auditable but not inherently private. Sensitive health data cannot be stored on-

chain, and off-chain storage still requires robust, interoperable privacy solutions. 

3. Procurement & IT integration 

New technologies must integrate with legacy EHR systems, pass strict compliance checks, and 

often go through multi-year procurement processes. Agile, permissionless systems often hit a 

wall here. 

Example: Several blockchain pilots in national contexts (e.g., NHS trials around data logging) 

were abandoned due to integration or scalability issues, meaning the problem was not a lack of 

promise, but lack of fit. 
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Cultural & geopolitical readiness 
Readiness for Web3-based systems varies widely by region: 

• Europe: Strong focus on data sovereignty, digital trust infrastructure (eIDAS 2.0), and 

regulatory oversight. Web3 components are being piloted in ID systems but not yet in 

care delivery. 

• Asia: Countries like Singapore and South Korea have explored blockchain in public 

health and supply chains. Web3 infrastructure is more agile here, but health systems 

remain centralized. 

• Africa and Latin America: In places with fragmented infrastructure, Web3 may offer 

leapfrog potential, particularly for ID, insurance, and cross-border data access. 

• United States: Private-public fragmentation makes adoption uneven. HIPAA compliance, 

payer-provider integration, and state-level data laws complicate implementation. 

 

Hybrid models: The most likely path forward 
Purely decentralized healthcare is unlikely in public systems. But hybrid models, in which Web3 

tools are embedded into trusted frameworks, are gaining traction.  

Examples include: 

• Wallet-based verifiable credentials for cross-border patient or provider identity 

• Blockchain-backed audit trails for research data integrity 

• Smart consent platforms that record authorization for AI training or data sharing 

• Distributed registries for medical devices, vaccines, or credentials 

• DAO-governed funding collectives aligned with public health priorities (e.g., rare disease 

R&D) 

In these models, Web3 acts not as a replacement but as an invisible backend, powering 

transparency, trust, and coordination within traditional systems. 

 

What decision makers should ask 

• Can Web3 tools help us meet mandates more effectively (e.g., audit, equity, access)? 

• Are there low-risk use cases — like credentials or supply chains — that could be piloted? 

• How can we design for modularity and user experience, especially for vulnerable 

groups? 

• What legal, cybersecurity, and governance frameworks need to evolve for this to scale? 



 
 
 

46 
 

 

Putting it together 
Web3 isn’t inherently anti-institutional, but it does challenge how institutions are used to 

operating. The future of decentralized tech in national health systems is not black-and-white. It’s 

hybrid, incremental, and ultimately shaped by the ability to balance innovation with 

responsibility. 

Web3’s best chance in public health lies not in replacing institutions, but in quietly 

strengthening them where centralization has failed. 

 

Up next: In the final chapter, we move beyond tools and trends to focus on the human core of 

healthcare innovation. How can we design systems that don’t just function, but earn trust? What 

does ethical, responsible Web3 adoption really look like, especially in a field where lives are on 

the line? Let’s explore how to move forward with clarity, humility, and purpose. 
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FINAL SECTION 

 

Chapter 11: Looking Ahead: Designing for Trust, Not Just 

Technology 
 

In this chapter: A closing look at responsible innovation, system design, and the future of 

decentralized health systems. 

 

Technology alone won’t fix healthcare. No matter how advanced a blockchain protocol, how 

elegant a DAO governance model, or how private a cryptographic system, the deeper challenge 

remains: building trust in environments where the stakes are high and the relationships 

complex. 

That’s why the future of Web3 in healthcare must be about more than decentralization. It must 

be about deliberate, human-centered design. 

 

Trust is the real infrastructure 
In healthcare, trust isn’t abstract. It shows up when a patient shares sensitive data with a 

provider, when a researcher relies on trial results, when a policymaker allocates funding based 

on system outputs. If decentralized technologies are to succeed in this space, they must 

enhance trust, not bypass it. 

Web3 has tools that support this, like immutable audit logs, verifiable credentials, smart 

consent, and decentralized identity. But tools only matter if they’re wielded wisely. 

To build trust in decentralized systems, we must: 

• Design for usability: Complex onboarding or confusing wallet systems won’t fly with 

clinicians, patients, or administrators. 

• Embed consent meaningfully: It’s not enough to “log consent.” It must be 

understandable, revocable, and context-aware. 

• Balance transparency with dignity: Auditability should never come at the cost of patient 

privacy or data exploitation. 

• Be clear about incentives: Tokenomics must align with health outcomes, not just 

engagement metrics. 
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From System-Centric to Person-Centered Design 
The most compelling use cases for Web3 in healthcare will emerge from augmenting what 

works – and challenging what doesn’t – by giving people greater agency, clarity, and access. 

That means: 

• Designing opt-in systems that respect context 

• Making participation rewarding without being extractive 

• Building infrastructures that are modular and interoperable, not monolithic or rigid 

And above all, ensuring that patients, providers, and communities have a say in how these 

systems evolve. 

 

Responsible innovation in a global context 
Healthcare is a mosaic of national policies, cultural expectations, infrastructure levels, and 

regulatory environments. What works in Kenya might not work in France. What’s urgent in the 

U.S. might be irrelevant in Japan. 

That’s why Web3 innovation must listen locally while building globally. It must prioritize 

interoperability without imperialism: recognizing that decentralization doesn’t mean ignoring the 

complexity of real-world governance, law, or ethics. 

The future belongs to builders who understand both code and context – who ideally have a 

background both in development and in healthcare.  

 

Final thoughts 
This guide has taken you through concepts, case studies, and strategic frameworks for 

exploring Web3 in healthcare. But the work doesn’t stop here. The most important experiments 

are still ahead, and you may be the one to lead them.  

If you’re building, advising, regulating, or simply curious: I hope this guide has helped you ask 

even better questions and see new possibilities. 

Let’s build decentralized health systems that people actually want to use – not because they’re 

novel, but because they’re trustworthy, transparent, and truly human. 

 

Want to go deeper? 

Check out our other guides, tailored for founders, operators, and strategists exploring the 

intersection of Web3 and the real world: https://www.intellicore.press/products  

 

https://www.intellicore.press/products
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BONUS RESOURCES 

Curated links, tools, and communities to explore beyond the guide. 

This guide is a starting point – the beginning rather than the end of your journey. Whether you're 

a founder, clinician, researcher, or developer, staying current in Web3 and digital health means 

tapping into the right tools, thought leaders, and conversations.  

Here are a few recommended resources: 

 

Core Web3 tools and platforms 
• Gitcoin – A platform funding public goods (including health-related DAOs and open-

source projects). 

https://gitcoin.co 

• Snapshot – Off-chain DAO voting and governance tool used by many health DAOs. 

https://snapshot.org 

• Token Terminal – Analytics on tokenized projects and ecosystem performance. 

https://tokenterminal.com 

• Ceramic & IDX – Decentralized identity infrastructure often used in health data wallets. 

https://ceramic.network 

 

Health DAOs and projects to watch 
Here are some interesting projects exploring how Web3 might support health data, research, 

funding, and patient collaboration: 

• VitaDAO 

Community-governed collective funding early-stage longevity and biomedical research 

through tokenized IP. vitadao.com 

• LabDAO 

Building decentralized lab infrastructure to make biotech R&D more open and 

affordable. labdao.xyz 

• Triall 

Blockchain-based infrastructure for clinical trial transparency and data provenance. 

triall.io 

• MinaHealth 

Patient-owned health data storage and ZK-based consent layers built on the Mina 

Protocol. minahealth.io 

https://gitcoin.co/
https://snapshot.org/
https://tokenterminal.com/
https://ceramic.network/
https://vitadao.com/
https://labdao.xyz/
https://triall.io/
https://minahealth.io/
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• HealthBlocks 

A Web3 platform that rewards healthy behavior with tokens while preserving personal 

data ownership. healthblocks.io 

• DeSci Labs 

Building tools for decentralized scientific publishing and reproducibility — including 

health research. desci.com 

• Bio.xyz (by Molecule Protocol) 

Launchpad for biotech DAOs — helps researchers spin out IP into community-funded 

and governed organizations. bio.xyz 

• DeHealth 

A decentralized AI- and blockchain-based health data exchange protocol with a strong 

focus on privacy and patient control. dehealth.world 

• DeSciWorld DAO 

Community initiative focused on open collaboration in science, including public health 

and mental health initiatives. desc.world 

• CureDAO (in development) 

Aims to crowdsource and tokenize the discovery of personalized health interventions 

using community data. curedao.org 

• PSYDAO 

A decentralized research collective focused on psychedelic medicine and mental health 

treatments. psydao.io 

 

Learning and education 
• Web3 University – Beginner-friendly technical and conceptual Web3 tutorials. 

https://www.web3.university 

• xxx – Vitalik Buterin’s writings on privacy, ZKPs, and healthcare data ownership. 

https://vitalik.eth.limo 

• Intro to Self-Sovereign Identity (SSI) – SSI basics and healthcare applications via Sovrin 

Foundation. 

https://sovrin.org 

 

Communities and events 
• RadicalxChange Health Working Group – Public-good–oriented health innovation 

community. https://radicalxchange.org 

https://www.healthblocks.io/
https://www.desci.com/
https://bio.xyz/
https://dehealth.world/
https://desc.world/
https://www.curedao.org/
https://psydao.io/
https://www.web3.university/
https://vitalik.eth.limo/
https://sovrin.org/
https://radicalxchange.org/
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• ETHGlobal – Global Web3 hackathons; health & data projects frequently featured. 

https://ethglobal.com 

• HealthXDAO – DAO-in-formation for ethical innovation at the intersection of Web3 and 

health. (Follow via Web3 socials or Farcaster for updates.) 

 

Bonus from Intellicore Press 
• Guides, Templates & Worksheets – Web3 project idea sheet, stakeholder mapping 

canvas, and research checklist. https://intellicore.press/products  

 

Have a resource to share? 
If you have a suggestion or run a relevant project, let us know: guide@intellicore.press 

 

 

  

https://ethglobal.com/
https://intellicore.press/products
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Questions or feedback on this guide? 

Write to us at guide@intellicore.press or visit www.intellicore.press. 

 

Build responsibly. 
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